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Abstract
Private regulations are often presented as low-cost and flexible institutions that can act as policy incubators.
In this article, I question under which conditions they go beyond legal compliance and experiment with new
rules. Based on a content analysis of 126 data privacy regulations adopted between 1995 and 2016 in the
European Union and the United States and thirty-five semistructured interviews, I show that most private
regulations include no regulatory novelties. By disaggregating the temporal and spatial distribution of the
few novelties, I add nuance to this overall finding and show that private regulations adopted in the
United States before 2000 experimented more than others. I argue that this variation reflects the different
demands for private regulation in the two jurisdictions and their evolution over time. In the European
Union, the early adoption of privacy laws led public regulators and businesses to look for private regulations
to reduce transaction costs and thus limited their interest in experimenting with new requirements. In the
United States, businesses hoped to gain a first-mover advantage by including new data privacy rules in
their private regulations. However, the growing use of private regulations to ease transnational data flows
also led to their use as tools to reduce transaction costs.

Introduction

Private regulation forms an integral part of today’s global governance. Although private regulation is
not entirely new, there is a broad consensus that its importance has risen in recent decades, leading
many political economy scholars to question the sources of its emergence and legitimacy.1 Either
implicitly or explicitly, they all contributed to a broader discussion of the role of states in the global
economy. If some saw the rise of private regulation as representing a form of governance beyond
the state,2 others emphasized its potential to complement public policies.3 Among all the potential
contributions of private regulation, one of the most often cited is its flexibility and capacity to exper-
iment with new ideas. Its relatively low degree of legalization is seen as allowing “private regulators
[to] more easily change [their] rules in response to new information or circumstances.”4 The pos-
sibility for greater experimentation in private regulation is, in turn, considered to provide learning
opportunities and help make the regulation of various issue areas more adaptive.5 This idea is at
the heart of a growing experimentalist governance literature promoting the design of regulatory envi-
ronments in which feedback loops can emerge among public and private regulators and shape their
respective rulemaking processes.6 Paraphrasing a well-known Chinese expression, Green suggested
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that states may benefit to “simply let 1,000 flowers [i.e., private regulation] bloom and see which
rules appear robust.”7

Implementation gaps have led several scholars to question whether private regulation was not
merely a “myth” and to criticize its actual contributions to global governance.8 Before even looking
at implementation failures, though, one key question for those arguing that private regulations can
act as “incubator[s] for ideas”9 or “laborator[ies] of standards”10 is under which conditions they depart
from existing legal requirements. Hereafter, I argue that it depends on the nature of the demand driv-
ing the creation of private regulations. Private regulations created to reduce transaction costs and, nota-
bly, to help companies fulfill their legal obligations will tend to spur limited novelty. Meanwhile,
private regulations responding to industry demands to gain a first-mover advantage or increase
their reputation should lead to greater novelty as businesses try to gain a competitive edge.

I develop this argument through an abductive analysis of the evolution of private regulations gov-
erning the use of personal data in the transatlantic area between 1994 and 2018. In both the United
States and the European Union, if to different degrees, policymakers presented private regulations as
instrumental in achieving a more flexible and robust form of governance. While showing that some
of these regulations supported the creation of new data privacy rules, I highlight that these rules were
mainly limited to those adopted in the United States early on. I then argue that these variations
across time and jurisdictions reflect the different demands for private regulations. In Europe, private
regulations were expected to implement public requirements following the adoption of the Data
Protection Directive in 1995. In the United States, private actors hoped to achieve a first-mover
advantage and avoid further public regulation by demonstrating their capacity to self-regulate.
However, growing demands to develop privacy programs to allow the transfer of personal data across
multiple jurisdictions pushed them to increasingly approximate legal requirements from multiple
jurisdictions, including Europe. Therefore, recent private regulations for data privacy adopted in
both jurisdictions now aim to help companies implement their legal requirements more than any-
thing else.

Through this work, I contribute to the literature on private governance in two distinct ways.
Theoretically, I identify how the different demands for private regulation shape the extent to which
they act as policy incubators. Various scholars have emphasized how governments and businesses sup-
port the creation of private regulations to obtain varying benefits. I demonstrate that these different
demands also affect the content of these regulations, and thereby their potential contribution to global
governance. Most notably, I show that private regulations aiming to reduce transaction costs play a
limited role as policy incubators. Empirically, I build my argument while investigating the still rela-
tively unexplored case of private regulations governing businesses’ use of personal data. While early
research on private forms of regulation pointed to data privacy as an area in which private regulation
was growing,11 none analyzed the evolution of their content at length. Hereafter, I use a novel dataset
of 127 data privacy regulations adopted in the United States and the European Union to highlight the
limited role that private regulations played as incubators for new data protection rules. I then present
qualitative evidence from thirty-five semistructured interviews to explain how this reflects the different
demands for their creation in both jurisdiction and their evolution over time.

The remainder of this article is divided into four sections. The first presents my argument and
details how different demands for private regulation affect its role as an incubator for new regulatory
ideas. The second section introduces my empirical case and methodology. The third section identifies
when and where regulatory novelties emerged in data privacy governance between 1994 and 2018 in
Europe and the United States. It highlights that apart from a few private regulations adopted before
2000 in the United States, most did not include any novel rules and primarily aimed to implement

7Green (2013, 174).
8Delabre et al. (2020); Dietz, Grabs, and Chong (2019).
9Green and Auld (2017, 261).
10Bartley (2011, 524).
11Haufler (2001).
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privacy requirements originally set out by public actors. The fourth section explains how this finding
reflects the evolution of the demand for private regulation to govern data privacy in the European
Union and the United States.

Private regulation, experimentation, and regulatory novelty

Private regulations take many forms and names. Certifications, codes of conduct, best practices,
guidelines, and standards are just a few examples that have been promoted in areas like financial
reporting,12 emissions accounting,13 labor practices,14 and commodity trading.15 While differing in
their specific aims and functions, they all reflect attempts by nongovernmental actors to formulate
rules shaping business conduct. The term “regulation” here is preferred to “governance,” as the latter
is considered broader, including activities such as agenda setting, implementation, and monitoring.16

Concomitantly, regulation is not assumed to be limited to state or legal actions.17 It includes policy
documents codifying rules that firms and other nongovernmental actors follow voluntarily, sometimes
dubbed “soft laws.”18

While some scholars have long been critical of the actual contributions of private regulations to
global governance,19 others believe they can help fill regulatory voids. At both the international20

and national levels,21 the presence of multiple veto points can limit the capacity of public actors to
adopt new regulations, creating a risk of leaving some issues lightly or ineffectively regulated.
Private regulations are considered a potential fix for this governance failure as they face fewer
constraints in their adoption process.22 More than a mere substitute or second-best option to public
regulations, though, a growing body of literature emphasizes how private regulations can interact
with and complement public regulations.23 One such way, and the focus of this article, is by acting
as an “incubator for ideas”24 or a “laboratory of standards.”25

Public regulators must continuously look for ways to adapt their regulatory frameworks to changing
circumstances and avoid a potential “problem of fit.”26 Optimal solutions are often elusive because of
uncertainty, limited access to information, and sheer problem complexity.27 Moreover, the difficulty of
adopting new laws can push governments to be risk averse and follow established models. In this con-
text, private regulations can theoretically have a positive impact by growing the size of the “soup of
policy ideas.”28 Their “low costs of entry”29 allow them to proliferate rapidly and often before sufficient
support for new public institutions emerges.30 In practice, not all private regulations are cheap or easy
to adopt.31 Some face multiple veto points, with consequences for their design.32 However, on average,
private regulations face fewer barriers to their adoption than public ones and are easier to amend once

12Mattli and Büthe (2005).
13Green (2010, 2017).
14Bartley (2010).
15Auld (2014); Cashore (2002); Gulbrandsen (2014).
16Eberlein et al. (2014).
17Drahos and Krygier (2017).
18Vogel (2008).
19Cutler (2006); Dauvergne and Lister (2013).
20Abbott, Green, and Keohane (2016).
21Newman (2008).
22Abbott and Snidal (2009); Green (2013).
23Cashore et al. (2020); Eberlein et al. (2014).
24Green and Auld (2017, 261).
25Bartley (2011, 524).
26Ford (2017); Young (2017).
27Simon (1972).
28Green and Auld (2017, 271).
29Abbott and Snidal (2009, 552); Abbott and Faude (2021).
30Büthe (2010, 11).
31Werle (2001, 406).
32Auld (2014, 45).
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adopted because of their lower degree of legalization.33 Therefore, some hope they can support a more
experimentalist form of governance.34

Experimentalism is understood here as a specific governance process through which regulators
recursively update their policies or regulations as they learn from their implementation.35 Private
actors can contribute to this process by updating their private regulations as they implement them.
Over time, public regulators can benefit from these repeated experimentations among private actors
by institutionalizing those that prove most successful, spurring further experimentation by private
actors. Many representatives from the industry specifically tout this potential contribution in the con-
text of the regulation of new technologies, which are considered to evolve too quickly for governments
to regulate effectively. One interviewee for this research made this very argument when asked about
what their private regulation was aiming to achieve: “The problem with legislation is that it takes a
long time. It is not enough in a world of fast-paced technological change.”36 Such statements should
not, however, be taken at face value. As previous contributions have highlighted, private regulations
can emerge in an attempt by industry actors to avoid further government intervention.37 In this
context, they may be more interested in limiting their regulatory constraints than supporting an
experimental form of governance.

A key question, then, is under which conditions private regulators will experiment with new
regulatory ideas instead of simply implementing existing legal requirements. Up to now, the literature
on private authority has emphasized the possibility for industry groups or firms to create new princi-
ples and rules.38 However, the conditions under which they do so remain largely unexplained. The
emphasis is on private actors’ potential to experiment with new rules, not the actual demand by private
actors for them. In one contribution, Stefan Renckens notes how preferences for differentiation were
the source of “upward divergence” in the regulation of organic products.39 What drives the creation (or
not) of rules in other issue areas remains an open question.

Meanwhile, experimentalist scholars disagree on the need for central oversight to ensure that private
governance systems will lead to “ratcheting up”40 or “upward harmonization.”41 Their focus is on the
effectiveness and normative contribution of private governance. They investigate the role that public
pressure must play to spur private actors to improve their standards rather than progressively weaken
them. Yet they do not so much consider what drives private actors to include new rules. As the term
“upward harmonization” implies, private actors can adopt existing public or private rules that appear
as best practices. Therefore, they do not specify when we should expect private regulators to experi-
ment with new regulatory ideas.

In this article, I argue that the tendency of private regulations to include new rules depends on the
origin of the demand for their creation. Following an abductive method,42 I use existing explanations
for the emergence of private authority as an initial theoretical frame to consider when we should
expect private regulations to include novel rules. Previous research has emphasized that private
regulations emerge to provide at least three benefits.43

First, they can help reduce transaction costs.44 Transaction costs include information, bargaining,
and policing costs incurred in carrying out market transactions.45 Governments can notably benefit

33Renckens (2020, 57).
34Overdevest and Zeitlin (2014).
35Sabel and Zeitlin (2012); Zeitlin (2015).
36Interview EU-IND-5.
37Héritier and Eckert (2008); Gellman and Dixon (2016).
38Bartley (2011, 524); Braithwaite and Drahos (2000, 9); Green and Auld (2017, 270).
39Renckens (2020, 81).
40Sabel, O’Rourke, and Fung (2000).
41Overdevest and Zeitlin (2014).
42Conaty (2021).
43Green (2013, 41). Looking at the broader concept of private authority, Green emphasizes that private actors can also help

overcome cooperation problems by offering adjudication services.
44Green (2013, 41).
45Dahlman (1979, 148).
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from private regulation to achieve legal compliance without developing the necessary knowledge or
expertise to audit every business.46 Meanwhile, private companies can aim to reduce their transaction
costs by leveraging the knowledge of industry associations or certification companies to meet their legal
requirements. Rather than investing time and resources to develop in-house expertise, they can rely on
readily available compliance programs to achieve comparable outcomes.47 Second, private regulations
can provide a first-mover advantage. By regulating first, private companies can avoid potentially more
restrictive public regulation and the potential costs of switching to another standard of practice.48

Third, private regulations can offer reputational gains. Private companies can use them to differentiate
themselves and reap economic rewards49 or at least avoid negative publicity.50

More than simply affecting where and when private regulations emerge, I infer from my empirical
analysis that these three different demands also shape their content. Private regulations adopted to
reduce transaction costs in highly regulated environments tend to closely approximate legal require-
ments and include few regulatory novelties. Businesses have few reasons to go beyond legal compliance
as they cannot realize additional benefits. Adding new rules can even go against the original demand
for private regulation, which broadly aims to make compliance more straightforward for private com-
panies. In contrast, private regulations created to make reputational gains and gain a first-mover
advantage are more likely to include new rules. By including new rules, they can differentiate them-
selves and gain positive visibility. Notably, they can aim to show that they are being more proactive
in the hope of raising their public profile. Adding new rules can also help them keep control over
the regulatory agenda by acting before other private actors, thereby avoiding potential costs associated
with adopting another standard. Finally, it allows them to showcase their goodwill to public actors and
fend off additional oversight. I develop this argument by combining insights from a content analysis
and interview data. In the next section, I start by introducing the case of data privacy and my
methodology.

Data and methods: Regulatory novelties in European and US data privacy regulations

Both the United States and the European Union rely on a mix of public and private regulations to
govern the use of personal data in the private sector. In the United States, next to sectoral laws covering
specific types of data (e.g., health data) or categories of users (e.g., children), industry self-regulations
are the main source of obligations for the use of personal data in the private sector.51 In comparison,
the European Union has had a comprehensive privacy regulation covering the use of personal data
throughout the private sector since the adoption of the European Data Protection Directive (DPD)
in 1995. At the same time, European regulators continuously involved private actors in the regulation
of privacy. Article 27 of the DPD indicated that member states and the European Commission should
promote the adoption of codes of conduct in various economic sectors. Article 42 of the General Data
Protection Regulation (GDPR) now requires them to also support the creation of certification
schemes.52 The inclusion of private forms of regulation was significantly seen as a valuable comple-
ment to public regulations by offering “greater flexibility in the way that [its] rules are implemented
on the ground.”53

To observe when private regulations go beyond legal compliance and experiment with new rules,
I built an original dataset of 127 public and private regulations adopted in the United States and
the European Union between 1994 and 2018. The choice to focus on these two jurisdictions reflects

46Mattli and Büthe (2005, 402).
47Green (2010, 26).
48Elbra (2014, 261); Mattli and Büthe (2003, 18); Malhotra, Monin, and Tomz (2019).
49Prakash and Potoski (2012, 125).
50Haufler (2001, 27); King and Lenox (2000, 701).
51Schwartz and Peifer (2017, 136).
52Codes of conduct are generally expected to set out data privacy rules for specific industries, while certifications define accept-

able practices to implement the GDPR and other data privacy laws by individual private companies.
53European Commission (2001).
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their historically prominent role in global privacy debates. If China was notably presented as a third
“data realm,”54 it only recently contributed to shaping global privacy debates.55 Meanwhile, the
time frame is used to reflect on the extent to which private regulation acted as incubators for regulatory
ideas before and after the adoption of the DPD and GDPR in Europe. It also broadly follows the
growth in online data collection following the commercialization of the Internet in 1995 and the
accompanying surge in industry codes and certifications, as illustrated hereafter.56

I identified each private regulation based on extensive research in the literature and previous work
mapping out the ecosystem of private regulation dealing with data privacy.57 I also asked all inter-
viewees for this research to name the main private organizations in the privacy field to be as exhaus-
tive as possible. For this project, I only consider regulations adopted by private organizations aiming
to codify rules for multiple businesses (i.e., industry codes or certification schemes). In other words,
the privacy policies of individual companies are excluded. Looking at corporate practices, Bamberger
and Mulligan significantly found that companies in countries with privacy regimes as different as the
United States and Germany showed themselves to be innovative and to go beyond legal compli-
ance.58 They emphasized that privacy officers in both countries pushed to integrate privacy concerns
in the decision-making process of their respective businesses, including audits and other managerial
practices.

The focus of this study differs slightly in that it aims to assess the extent to which private actors
create new substantive standards or rules. In that regard, private regulations adopted by industry asso-
ciations or certification companies help determine the privacy policies of large companies like
Facebook or Apple that follow them, but also smaller ones that lack the resources to have full-time
legal teams. In their work, Bamberger and Mulligan mainly looked at the practices of large companies,
with half representing global corporations in the Forbes 2000 list.59 Moreover, industry associations
and certification companies are generally well-positioned to experiment with new rules as they can
learn from the practices of their respective members while also developing a specific expertise in draft-
ing data privacy regulations. This research thus complements Bamberger and Mulligan’s work by look-
ing at the extent to which private actors create new substantive data privacy rules while looking at
industry-wide codes of conduct and certification schemes. At the same time, it is important to note
that individual companies could still experiment with new substantive data privacy rules, a point
I come back to in conclusion.

In the United States, the dataset includes privacy guidelines and certification programs developed
by organizations like TrustArc (previously TRUSTe), the Better Business Bureau, and the
Entertainment Software Rating Board. For organizations maintaining multiple programs, I only
kept those applicable to all companies and types of data practices. In Europe, the dataset includes
those of organizations operating at the European level, like the Federation of European Data and
Marketing, EuroCommerce, and the European Society for Opinion and Market Research, as well as
those operating in multiple European member states, such as TrustedShops. Private regulations oper-
ating in only one European member state are excluded. While they may include different rules, most
are affiliated with European associations and thereby follow them. As discussed in the empirical sec-
tion, the early adoption of the European DPD in effect set the baseline for data protection in Europe
and pushed national industry associations to work through their umbrella organizations at the
European level.60

54Aaronson and Leblond (2018).
55Geller (2020).
56To be sure, privacy concerns were integrated in business practices before 1995 in some countries, such as Germany (see, e.g.,

Bamberger and Mulligan 2015, 220).
57Bennett and Raab (2020); Cavoukian and Crompton (2000); Farrell (2003); Haufler (2001); European Commission (2012).
58Bamberger and Mulligan (2015).
59Bamberger and Mulligan (2015, 41).
60A few national industry associations, such as Adigital in Spain and ECP in the Netherlands, were sometimes mentioned as

pioneers in the mid-1990s. Neither has adopted a private regulation since then. Adigital is now a member and implements the
code of Ecommerce Europe, the main industry association for online merchants in Europe.
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Public regulations covered in the dataset include “hard” or “soft” laws adopted by the US federal
government, the European Union, and international institutions in force after 1994 to identify the
extent to which private regulations moved beyond their legal obligations and experimented with
new rules. These notably include US laws adopted to govern the use of personal data by private com-
panies in limited sectors (e.g., children’s data or health data), European directives and regulations, and
the Organisation for Economic Co-operation and Development’s privacy guidelines. State laws in the
United States and national laws in the European Union are excluded.

While being a limitation of this study, the first state privacy law in the United States was adopted in
California in 2018, or the last year of the period covered by this research. The adoption of the first data
breach notification law in 2002 in California is an important exception, and necessary caveats will
be made when needed. Meanwhile, national governments in Europe were required to implement
the DPD. If they could technically go further and experiment with new rules, the European
Commission in the years following the adoption of the DPD was mainly concerned with a lack of
transposition of European standards, especially in the first few years of its entry into force when
most private regulations included novelties, as will be shown in the next section.61

Figure 1 depicts the growth in the cumulative number (i.e., the stacked distribution) of private reg-
ulations in force in the United States and the European Union from 1994 to 2018. Private regulations
are considered to be in force until the industry group adopting them stops maintaining them or ceases
their activities altogether. Each shared area reflects a region’s total number of regulations. Private reg-
ulations that are transnational are presented separately.

The data presented in Figure 1 reveals a significant increase in the total number of private regulations
in force since 1994. Moreover, it shows that private regulations initially grew more quickly in the United
States than in the European Union. The number in the latter quickly caught up, however, indicating a
similar interest in using private regulations to govern the use of personal data by private companies
following the entry into force of the DPD in 1998. While the total number of private regulations has
remained relatively stable since then, partly because some industry groups closed down their self-
regulatory programs as new ones emerged, Figure 1 does not fully encapsulate the continued dynamism
of private regulators in this space. Many of them regularly revised and adopted new versions of their
regulations, including additional requirements. Considering these revisions separately, four new private
regulations were created on average each year, for a total of 105 from 1994 through 2018.

The recursive process of adopting and revising private regulations broadly aligns with the argument
that they can facilitate a more experimental form of governance. Some might indeed assume that it
reflects these associations’ tendencies to adjust their regulations as they learn from their implementa-
tion. Such an assumption, however, fails to consider the extent to which revised regulations create new
requirements rather than simply transposing more of their existing obligations, including legal ones,
into business practices.

Drawing meaningful inferences about the degree to which private regulations experiment with new
rules requires going one level deeper and looking at how their content changes over time. For that pur-
pose, I manually coded the text of all these different regulations using Nvivo.62 Among all 127 iden-
tified public and private regulations, I identified 14 principles and 73 rules. Principles are “open-ended
as to the range of actions they prescribe, while rules prescribe specific actions.”63 As opposed to tech-
nical standards defining, for example, detailed production techniques, many rules are general in their
prescriptions. Yet they always prescribe a relatively clear action rather than a broad objective. For
example, the first principle identified in the dataset is transparency, which is divided into eleven
more specific rules. The latter notably include the obligation for companies to have a privacy policy
informing individuals of how their data is being used, to provide information about the type of

61Newman (2008, 94).
62I collected the text of each regulation from the publicly available websites of each organization behind them. In cases in

which older versions were no longer accessible on an organization’s website, I used the Wayback Machine to collect them
from the internet archive.

63Levi-Faur (2017, 248).
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data that they use, and to communicate how they might disclose this data. Clear inclusion and exclu-
sion coding rules for each principle and rule are available in a codebook.64

I created the codebook following a two-step process.65 In the first step, I deductively identified a set
of principles and rules based on legal resources put out by law firms and data protection authorities to
help businesses implement the GDPR. In the second step, I used this first set of principles and rules to
code a randomly selected pool of twenty regulations while respecting a balance between regulations
adopted over time in the United States and the European Union. Based on this first coding, I revised
the original codebook to include principles and rules that did not fit any deductively identified codes.
This combination of deductive and inductive work proved essential in the absence of previous studies
looking comprehensively at the content of data privacy regulations and the interest of this research in
identifying novelty.

Using the final codebook, I coded the entire dataset of public and private regulations. I then iden-
tified when and where regulatory novelties emerged. For this article, the latter are understood as the
first instance that a specific data privacy rule is enunciated. In the rare cases where two regulations
adopted the same rule for the first time in the same year, both were considered to include a regulatory
novelty. This is not the only form regulatory novelty can take. The application of an existing rule in a
new context could be considered novel but is not investigated here. With that caveat in mind, I con-
sider the enunciation of new rules to be a crucial way to observe whether and when private regulations
act as “incubators” or “laboratories” for new regulatory ideas.

I supplement this content analysis with interview data conducted with thirty-five representatives
from public and private organizations in the United States and Europe conducted between
November 2018 and June 2019. I selected interviewees based on their current or past employment
with public and private organizations that adopted privacy regulations between 1994 and 2018.
They include directors, heads of units, public affairs officials, and legal advisers. As a whole, they rep-
resent almost all public and private organizations involved in regulating privacy in the United States
and the European Union. It was impossible to identify interviewees for only a few defunct private orga-
nizations.66 I collected each interviewee’s name and contact information from publicly available
resources or from other interviewees. In terms of geographical diversity, 40 percent of interviewees
worked for organizations in the United States and 60 percent in Europe.

All interviews lasted about an hour. I conducted a third of them in person during a research stay in
Brussels and the other two-thirds over the phone. I asked every interviewees to comment on the

Figure 1. Cumulative sum of private regulations
in force including data protection rules in the
United States and European Union, 1994–2018.

64The codebook and full dataset are included as supplementary material for replication purposes.
65Campbell et al. (2013, 311–12).
66The full list of interviewees’ organizations can be found in Appendix I. To protect anonymity, I use codes associating quotes

with interviews. Codes indicate the interviewees’ jurisdiction of activity (EU or US), organizational membership (GOV for gov-
ernment representatives and IND for industry representatives), and identification number associated randomly.
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process of developing privacy regulations and how they interacted with other public and private reg-
ulators in their work. I transcribed and coded interview notes using Nvivo according to inductively
identified concepts (e.g., fragmentation, implementation, transaction costs, reputation gains, etc.).
To ensure confidentiality and to promote transparent discussions, interviews were not recorded.
Interview quotes are used to support and help explain the results from the content analysis in the
last section.67 The next section first presents the extent to which private regulations included regulatory
novelty and how their content evolved more broadly.

Private regulations: Experimentation or implementation?

The regulation of data privacy in the transatlantic area substantively changed following the adoption of
the European DPD in 1995. New rules transformed the way that private companies can collect and use
personal information, such as the so-called right to be forgotten. Until the inclusion of this right in the
GDPR, companies had to erase personal information if found to be erroneous or if it could lead to
wrongful decisions. Someone could, for example, challenge inaccurate information used to calculate
their credit score. The right to be forgotten allows individuals to request the erasure of information
if they believe it to be “no longer necessary in relation to the purposes for which they were collected
or otherwise processed.”68

The right to be forgotten is one prominent example of a new rule, but it is not the only one.
According to my content analysis, 59 rules were created between 1994 and 2018. They include
new transparency rules requiring businesses to specify how long they can keep personal information
and to whom they can transfer it. There are also new rules dealing with how companies can collect
consent and how they should act in the event of a security breach or data leak. Figure 2 depicts the
total number of regulatory novelties in public and private regulations from 1994 to 2018. Each type
of regulation is represented in a different color. No bar in a year means an absence of regulatory
novelties.

The first black bar in Figure 2 reflects the DPD, which is the regulation with the most novel rules in
my dataset (16). Meanwhile, the last represents the GDPR, with five novel rules. These are the right to
be forgotten, the right to data portability, the right to restrict the use of personal information, the right
to representation, and the obligation for private companies to inform individuals of the safeguards
abided by third parties to which they transfer their information. Between the adoption of the DPD
and the GDPR, two-thirds (66 percent) of all novel rules came from private regulations.

For example, a private regulation was the first to require private companies to inform their consum-
ers when they collect their personal data passively. Many companies now collect their consumers’ data
without having them fill out forms and instead rely on all sorts of information stored by digital devices
when offering online services to their customers. This can range from a list of visited websites to geo-
location data. These data collection methods are, by nature, difficult to observe. Early on, private asso-
ciations set out a requirement that their member companies should minimally inform people if they
used such passive forms of data collection. It often took the form of what we now know as “cookie
banners.” Other regulatory novelties found in private regulations include a requirement for companies
to evaluate the data practices of third parties on which they rely to collect personal information and an
obligation to provide training on good data practices to their employees. Despite excluding the
California data breach notification law from the dataset, the first time a requirement to inform indi-
viduals whose personal data has been affected by a data breach appears in my dataset is in a public
regulation.69 Interestingly, however, my dataset indicates that after the adoption of the California
law, some private regulations went further and required companies to maintain a data breach manage-
ment policy and notify public authorities as soon as possible.

67Quotes were translated when the interview was not conducted in English and lightly edited for the sake of clarity.
68General Data Protection Regulation, Article 17(a).
69The first instance of this rule in my dataset is the Madrid resolution adopted in 2009 by the International Conference of Data
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The dataset shows that private regulations can experiment with new regulatory ideas and, to some
extent, provide greater flexibility to the regulation of an issue area, such as data privacy. At the same
time, the almost entire absence of regulatory novelties in private regulations created since 2000 casts
doubt on the idea that they are in a continuous experimentation process. The representation of yearly
aggregates also hides the unequal distribution of these regulatory novelties across time and space.
Figure 3 presents how each private regulation, including each revision separately, scored on a novelty
ratio over time and by the region where it was adopted. The ratio represents the total number of times a
regulation included the first-ever enunciation of a rule divided by the total number of rules created
over that period (59).70 Black squares and gray crosses represent private regulations adopted in the
European Union and the United States.

What stands out is that most private regulations do not include novel rules. Apart from a handful
created between 1994 and 2000, most of the squares and crosses closely follow the x-axis.71 Strikingly,
Figure 3 also shows that almost all private regulations that included new rules during that period were
adopted in the United States. Only one regulation in Europe, created in 1994, before the adoption of
the European DPD, experimented with more than one new rule. Since then, only two private regula-
tions adopted in the European Union in 2001 included the same new rule requiring companies to ano-
nymize or pseudonymize personal data before using them.72 They concomitantly have a relatively low
novelty ratio (0.02) and remain close to the x-axis.

This does not mean that all private regulations created since then were alike. As Figure 4 highlights,
the average number of rules found in private regulations adopted every year between 1994 and 2018

Figure 2. Number of regulatory novelties in public and private regulations, 1994–2018.

70I use the total number of new rules as the denominator rather than the number of rules in a single regulation to allow for
comparison across years. Regulations adopted early on were shorter and would automatically tend to appear more novel. Using
the number of rules in a single regulation would also risk overvaluing the novelty of regulations with few rules and penalizing
more comprehensive regulations.

71Squares and crosses along the x-axis may not all appear perfectly aligned. It is only the result of the addition of small spacing
between them (i.e., jitter) for visibility purposes.

72As previously indicated, both regulations are considered to include a novelty as they included the same new rules in the same
year.
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more than doubled and now averages close to 24. It is still much less than the GDPR, which has 50
substantive rules, but it is a significant change. Many private regulations became more comprehensive
over time. For example, the 2018 version of the privacy program of TrustArc, one of the most well-
known private regulations dealing with data privacy in the United States, had 48 rules. Other private
regulations recently adopted in the United States and the European Union had a similar number.

Rather than creating ever-more novel data privacy rules, what stands out is that private regulations
increasingly repeated those from previous regulations and, chiefly, those first put forward by public
authorities. According to my calculus, on average, only 38 percent of the rules included in private reg-
ulations adopted before 1999 repeated requirements found in a law or another type of public

Figure 3. Novelty ratio of private regulations in the United States and the European Union, 1994–2018.

Figure 4. Evolution of the average number of rules in private regulations, 1994–2018.
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regulation. The share of public rules included in private regulations quickly rose above 50 percent in
the following years and is now often above 60 percent. In the case of the 2018 version of TrustArc’s
privacy certification, as much as 69 percent of its content repeated public rules. This indicates that as
private regulations evolved and grew in length, they came to include more rules originally enunciated
by public actors than private ones. It is also worth emphasizing that some early novel rules in private
regulations were incorporated into laws before other private regulations adopted them. It is notably the
case for rules developed to govern the use of children’s data that are now found in laws in the United
States and Europe.73

In the absence of a comprehensive federal privacy law in the United States, the growing inclusion of
public rules in US private regulations significantly reflects the inclusion of rules from the DPD and the
GDPR. Figure 5 shows the evolution in the ratio of European legal requirements included in US private
regulations. The ratio represents the number of rules originally found in a European directive or reg-
ulation divided by the total number of rules present in each US private regulation. Each box then dis-
plays the spread in the ratios of all US private regulations adopted every five years. The vertical lines
above or below the boxes indicate the minimum and maximum of the distribution, the bottom and top
of the boxes indicate the first and third quartiles and the horizontal line indicates the median.

Figure 5 shows that the median ratio of European legal requirements in US private regulations
quickly increased by 10 percent after 2000. Despite going down slightly in the following years, the
diminution in the spread toward a lower ratio indicates that very few of regulations do not include
multiple rules originally from the DPD compared to previous periods. After 2015, the spread goes
up again, showing that some US private regulations have more than 40 percent of their content rep-
licating European legal standards. For example, the two most recent private regulations adopted in the
United States in the dataset used for this research, Verasafe and TrustArc, include the so-called right to
be forgotten introduced in the GDPR. It echoes the “Brussels effect,” whereby European rules gain
global influence because of the European Union’s market size and regulatory capacity.74 Private reg-
ulation can help US private companies by developing services allowing them to fulfill their legal
requirements in multiple jurisdictions at once or at least minimize adaptation costs if they ever
want to work with personal data from Europe. The next section details how this reflects the evolution
of the demand for private regulations and how it shaped the inclusion of regulatory novelties in the
European Union and the United States.

The different demands for private data privacy regulation

My content analysis shows that apart from a short period of time, and primarily in the United States,
most private regulations did not experiment with new data privacy rules between 1994 and 2018.
Instead, they began to increasingly approximate public requirements. In this section, I combine inter-
viewee data with additional qualitative evidence to show how this reflects the different demands for
private regulation dealing with data privacy and their evolution in the European Union and the
United States.

European Union

In Europe, only one private regulation adopted in 1994 experimented with more than one new rule. As
noted by an interviewee working closely with the association behind this regulation, it reflected an
attempt by the industry “to preserve the public trust.”75 The interviewee added that by acting first,
they hoped to gain “a first-mover advantage” by contributing to setting the rules of the game.76 In
that respect, the adoption of the DPD in 1995 limited the possibility for other European industry actors

73The case of the US children’s privacy law is discussed at greater length in the next section.
74Bradford (2020).
75Interview EU-IND-3.
76Interview EU-IND-3.
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to gain a first-mover advantage. Private regulations adopted after could no longer, at least in the short
term, remove the threat of regulation or hope to set the rules for their industries.

The DPD effectively required all European member states to adopt a law to ensure its application in
their territory by 2000. This is why most private regulations adopted in Europe came after the turn of
the millennium. Before then, private regulations came mostly from the United States, as highlighted in
Figure 1. As European private regulations could not impede the adoption of privacy laws, industry
actors decided to wait and see what public regulations would require. A similar process took place
after the adoption of the GDPR. One interviewee working for an industry association behind one of
these early private regulations noted this incentive to wait: “Nobody wanted to make the jump without
knowing what [public regulators] actually wanted. People feared it could quickly become useless. At
the same time, they did not want to go too far if it was not needed.”77 They added that all industry
actors waited on “clarifications from the European Data Protection Board before doing anything.”78

Another interviewee noted that their suggestion to create “a bridge between the GDPR” and their exist-
ing code was swiftly rejected by the data protection authorities with which they were in contact. Their
national contact point made clear that the GDPR needed to be the starting point for future regulatory
development, not previous private regulations. Without clarity on which direction European privacy
regulators wanted industry actors to implement the GDPR, the same interviewee added that their orga-
nization consciously decided to wait before making any changes. This is reflected in the absence of new
private regulations created in Europe in the two years following the adoption of the GDPR in 2016.

Once the DPD entered into force and European member states started adopting national privacy
laws, private regulations became useful tools to help companies reduce the transaction costs associated
with the directive’s implementation. This was especially true in the context of the still-fragmented
European digital market. As one interviewee argued, the adoption of the DPD did not lead to a uniform
set of rules across Europe: “All the industry was complaining that rules applicable to data protection
were applied in a fragmented way.”79 While all member states of the European Union had to implement
the DPD in their national law, they diverged slightly in their level of stringency and timing of adoption.80

Figure 5. Evolution of the distribution of the ratio of European legal requirements included in US private regulations by five-
year periods.

77Interview EU-IND-1.
78Interview EU-IND-1. The Data Protection Board, at the time called Article 29 Working Party, is the body in charge of over-

seeing the application of data protection rules in Europe.
79Interview EU-IND-4.
80Bamberger and Mulligan (2015, 9).
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Therefore, one interviewee noted that private regulations could “help harmonize and implement
European regulation.”81 This is in line with comments made by another interviewee for whom private
regulations were useful when “businesses look for clarifications on how to implement the regulation.”82

Other interviewees were also keen to point out that the objective behind the creation of their organiza-
tions’ regulations was to help small and medium-sized enterprises (SMEs). One noted that many SMEs
were interested in the possibilities offered by the digital economy, “but there were a lot of question marks
and interrogations regarding the legal framework.”83 In this context, their organization looked to “build
a framework which would not only be for big companies with the means to apply it.”84 Similarly,
another interviewee pointed out that the regulation put forward by their organization aimed to help
“the SMEs, not the Amazon and eBay of this world.”85

This specific demand for private regulation to reduce transaction costs created an incentive for pri-
vate actors to stay as close as possible to the legal requirements. As one interviewee who worked on
the development of an industry code in Europe stated, “It is just such a big job [for companies] to
decide how to interpret their existing obligations and they do not want to make their jobs harder
than it already is.”86 This was reinforced by the active promotion by the European Union of the
possibility to use private regulations to reduce transaction costs. The DPD specifically stated that
European member states should encourage the development by private associations of codes of con-
duct “to contribute to the proper implementation” of its requirements (Article 27). It also indicated
that data protection supervisors could review and approve codes of conduct. Going through this
process fundamentally meant being assessed over how well they included the requirements of the
DPD. Although only one code was ultimately approved, this illustrates the early interest that
European public regulators had in influencing the content of private regulations. Throughout the
years, they took a variety of other measures toward this goal, including organizing events to provide
feedback on the content of regulations developed by European industry associations. As one inter-
viewee working for the European Commission stated, “We try to drive them to include what we
think should be in [a] code.”87 In at least two cases, the European Commission even provided funding
to support the development of private regulation that went to pay for an external expert and ensure
they would be developed in line with the objectives of the DPD. An interviewee closely working with
the development of these two codes stated that the European Commission wanted an expert “holding
the pen for private actors.”88

Most interviewees from European industry associations also mentioned that their interactions with
public regulators significantly shaped what they chose to include in their regulations. One interviewee
noted that the level of interaction was such that “it might be more accurate to name it co-regulation”89

instead of self-regulation. Another interviewee indicated that employees from the European
Commission would “recommend [them] to look at specific issues and tell them what key questions
they would like them to answer.”90 Yet another emphasized the deep influence of European regulators
by noting the number of times they met with them:

We had roundtables organized with the European Commission, eight to be precise. [...] At one
point, we were meeting every quarter. They wanted to follow very closely our progress. Up to
a point, where we didn’t have the time to digest what we were reading anymore.91

81Interview EU-IND-2.
82Interview EU-IND-6.
83Interview EU-IND-11.
84Interview EU-IND-11.
85Interview EU-IND-8.
86Interview EU-IND-12.
87Interview EU-GOV-1.
88Interview EU-IND-12.
89Interview EU-GOV-4.
90Interview EU-IND-3.
91Interview EU-IND-6.
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Another interviewee finally maintained that these interactions with European regulators did not
merely help define what to include, but also set limits on what private regulations could achieve.
They specifically lamented that asking questions about what was allowed was often criticized and con-
sidered suspicious. They recalled being told in a meeting with European regulators that “if you are ask-
ing questions, it means that you are trying to go around the law and this is problematic.”92 It reflects
the belief expressed by one interviewee working for the European Commission that private regulations
“are there to help compliance.”93 They should help with the implementation of European laws and any
attempts at departing from it could lead to new criticisms.

Finally, private regulations seemed to provide limited reputational gains. Although two interviewees
mentioned that their regulations were aimed at “giving the industry an edge”94 or were about providing
“prestige,”95 most did not mention this as one of its potential benefits. Some also pointed out that an
early multiplication of codes and associated logos only created “confusion.”96 Therefore, private com-
panies did not have an interest in using them to differentiate themselves from others. What private
regulations could instead do is help their adopters avoid criticisms from public regulators by focusing
on approximating their requirements. One interviewee was specifically critical of what they saw as a
tendency from industry associations to develop codes “not to protect citizens, but mostly with a defen-
sive attitude towards themselves.”97

United States

In contrast to Europe, the United States still lacks a comprehensive federal privacy law covering the
private sector. US regulators argued early on that the private sector should lead the regulation of
the digital economy.98 At the same time, they made clear that they could regulate the digital economy
if needed and, indeed, adopted several sectoral laws to oversee the use of personal data in specific
sectors. Private actors could thereby hope to gain a first-mover advantage and avoid greater public
oversight by adopting data privacy regulations and showing their goodwill.

In the mid-1990s, fears that a growing industry of data brokers was notably selling sensitive infor-
mation without enough sufficient safeguards led three senators to ask the Federal Trade Commission
(FTC) to consider the potential need for regulation.99 In reaction, a group of leading companies came
together to create the Individual Reference Services Group (IRSG) principles in 1997. According to my
content analysis, this private regulation includes the most regulatory novelties (8). It notably laid out a
new rule requiring companies to confirm the quality of their source of information when not collecting
personal information from concerned individuals. It also required private companies to indicate when
they collected personal data “passively” and established a new compliance mechanism where private
companies had to go through an annual “assurance review.” The adoption of the regulation had the
expected effects with the FTC effectively commending the industry in its final report for having
built “an innovative and far-reaching self-regulatory program” and recommending that the federal gov-
ernment do not take any other regulatory actions to cover the data broker industry.100

Around the same time, multiple industry associations adopted privacy requirements specifically tai-
lored to children as reports emerged of private companies collecting their personal information
online.101 While industry groups did not impede the adoption of the Children’s Online Privacy
Protection Act (COPPA) in 1998, my content analysis indicates that they were behind six of the

92Interview EU-IND-5.
93Interview EU-GOV-4.
94Interview EU-IND-4.
95Interview EU-IND-7.
96Interviews EU-IND-5 and EU-IND-11.
97Interview EU-GOV-1.
98Farrell (2003).
99Federal Trade Commission (1997).
100Federal Trade Commission (1997).
101Hertzel (2000).
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eight rules now overseeing the collection and use of personal data from children and that have made
their way into COPPA. These include requirements to provide special notification to children before
collecting their data, obtain parental consent, and abstain from conditioning participation in games or
offering prizes in exchange for children disclosing more personal information than legitimately needed.
This finding is in line with one interviewee who used the example of COPPA to maintain that the
industry could sometimes move first to set out ethical practices: “Sometimes, ethical requirements
come before legal ones. We had requirements to protect children’s data before COPPA.”102 In addition
to shaping the content of COPPA, it is worth noting that private regulations also successfully carved out
a role for themselves in the implementation of this law such that they can act as “safe harbor” providers.
The latter means that private companies abiding by a certified private regulation are presumed to comply
with COPPA and can showcase a seal demonstrating their compliance. By moving first, private compa-
nies in effect helped legitimize their involvement in the regulation of children’s privacy.

After 2000, however, industry groups in the United States almost entirely ceased to include regu-
latory novelties. While their regulations grew in length, as illustrated in Figure 5, they did not include
new rules. Instead, they increasingly approximated legal requirements, notably coming from Europe.
This chiefly reflects the tendency for most representatives from US private associations interviewed
for this study to describe their role as helping companies implement their legal obligations and achieve
greater accountability rather than aiming to create new data privacy rules. One interviewee, for exam-
ple, stated that his role was “to implement, not create rules,”103 and another that their work was to help
their clients understand how to “respect their [legal] requirements.”104 This tendency for private reg-
ulation to help achieve greater legal compliance rather than experiment with new rules partly reflects
that the threat of public regulation has not been constant over time and notably diminished following
the adoption of the first few private regulations at the end of the 1990s.105 At the same time, there were
clear periods when the prospect of public oversight grew stronger. By the mid-2000s, the FTC was
notably more critical of the early industry efforts at regulating themselves. Yet, despite spurring the
adoption of new private regulations it did not lead to the creation of more new rules. Instead, they
increasingly approximated rules put forward by public actors from other jurisdictions, notably
Europe, as highlighted in Figure 5.

This progressive change toward an implementation role coincided with the growing promotion of
private regulations as certification mechanisms for international transfers after 2000. In addition to
establishing a baseline protection level for data privacy, the DPD restricted the transfer of European
data to countries with sufficient protections and risked disrupting transatlantic data flows.106

Without a federal privacy law, the United States could not obtain an adequacy decision allowing
data transfers to continue without restrictions with the European Union. US companies faced the
possibility of having to rely on individual consent and contractual agreements to transfer personal
data from one jurisdiction to the other. To avoid this potentially cumbersome and costly outcome,
US and European negotiators agreed to establish an international safe harbor inspired by the
mechanism commonly found in US laws, such as COPPA.107 The latter represented a limited adequacy
decision where only firms self-certifying to adhere to a set of privacy rules and an enforcement
mechanism were considered adequate and allowed to transfer personal data across both jurisdictions.
Following the adoption of the safe harbor agreement, multiple private regulations were developed or
updated to help US companies self-certify themselves, not specifically intended for companies looking
to conduct business in Europe or with European partners.

Private regulation now forms the core of the United States’ strategy for international data transfer.
In addition to renegotiating the original safe harbor agreement after it was struck down (twice) by the
European Court of Justice, the US government negotiated agreements with other countries to promote

102Interview US-IND-8.
103Interview US-IND-6.
104Interview US-IND-5.
105Gellman and Dixon (2016, 55).
106Farrell (2003); Farrell and Newman (2015).
107Farrell (2003).
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the role of private certifiers. In 2011, it established the cross-border privacy rules (CBPR) system with
Asia Pacific Economic Cooperation (APEC), allowing companies certifying with an approved third
party to transfer data across participating countries. It is now one of the valid mechanisms for inter-
national data transfers mentioned in its latest trade agreement with Canada and Mexico (USMCA,
Article 19.8.6). More recently, Gina Raimondo, US secretary of commerce, announced the creation
of the global CBPR forum to promote the use of this system worldwide and counteract the global influ-
ence of the European Union after the adoption of the GDPR. According to one interviewee who
worked closely with the CBPR, the adoption of the GDPR in the European Union pushed the
United States to promote its separate model of data transfer:

The GDPR also put pressure on countries to implement the CBPR and show that the system
could work. There are now efforts in APEC to broaden the participation and making it more
global. [...] In a way, the GDPR made it more urgent and important to make the system work.108

Therefore, the demand for private regulation in the United States shifted from an interest in gaining a
first-mover advantage toward reducing transaction costs in a global context. With the support of the
US government, businesses in the United States look for private regulations to help them operate in a
transnational and fragmented context, just like European ones looked at them after the adoption of the
DPD. Multiple interviewees working in the United States noted this trend. One first held that private
regulations “have changed and now want to be global privacy compliance companies. They follow
more than they set the path. They don’t create new guidelines as much as they certify against public
regulations.”109 Another went as far as saying that the goal of his organization was to help “establish a
single standard that allows any organization to say that their data governance system respects privacy
regulations like COPPA, the privacy shield, GDPR and CBPR system.”110 Yet another mentioned the
recent adoption of a privacy law in the state of California as one source of influence as well as laws
from other jurisdictions: “As [our regulation] lived and [grew], it integrated various laws that were
adopted in California recently and other states. We also looked at PIPEDA in Canada.”111 One inter-
viewee finally mentioned that despite his organization maintaining multiple privacy programs, they
actively tried to make them compliant with multiple regulations at once:

We try to limit our program to a specific framework as we wouldn’t want to make compliance
more difficult for a company that doesn’t need it. A company that only works in the US
might not need to fulfill all the requirements of the APEC framework for example. However,
we do try to build them so that it would be easy for a company to fulfill two or more of our pro-
grams at the same time.112

This helps explain why European rules were increasingly included in US private regulations. At the
same time, it also hints at the reason why private regulations that act as compliance tools no longer
experiment with new rules. Many companies that pay for these services are not interested in doing
more than what is already required from them. As one interviewee specifically held:

I think that we have developed requirements that go beyond what is required in the law, but our
ability to do so is limited by the fact that at the end of the day it is a voluntary program. Not only
voluntary but that companies pay to use. There is thus a limit to what we can ask. [...] It is really
important to keep in mind, and it is probably true for any voluntary and paid program, the
impact can only be so great and you can only impact the companies that decide to join the

108Interview US-GOV-4.
109Interview US-GOV-5.
110Interview US-IND-5.
111Interview US-IND-6.
112Interview US-IND-4.
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program. The more you add requirements that go beyond and above the law the harder you made
it to join.113

In addition, private regulations did not seem to provide meaningful reputational benefits. While no
interviewees from industry associations in the United States maintained that the multiplication of pri-
vate regulations created confusion like in Europe, none also raised reputational gain as one of the main
driving forces for their creation. A previous study found that early private regulations dealing with data
privacy provided limited signaling benefits and did not help companies differentiate themselves from
their competitors.114 In effect, the study shows that a private regulation (i.e., Webtrust privacy pro-
gram) developed by the US and Canadian associations of accountants and broadly recognized for
its thoroughness ended up ceasing its activities because of a lack of companies adhering to it. My con-
tent analysis shows that this regulation included the second-highest number of rules after the IRSG.
The IRSG also ceased to operate four years after it was created.115 Meanwhile, the privacy program
of TrustArc remains the most popular private regulation in this space despite seldom including new
rules and facing multiple complaints of failing to implement its standard.

Conclusion

Private regulations are often presented as flexible and low-cost institutions that can more easily be
adapted to specific circumstances and change over time than public regulations. As such, some
argue that they can help support the emergence of a more experimentalist form of governance.116

Private regulations can more easily experiment with new regulatory ideas that public regulators can
later adopt if they prove successful. In this article, I examine the conditions under which private reg-
ulations play an incubator or experimenter role. I argue that it depends on the demand driving their
creation. Private regulations adopted to help companies reduce transaction costs in highly regulated
environments should lead to the creation of few novel requirements and tend to approximate private
companies existing legal obligations. In this case, the goal of private regulation is to reduce the costs of
doing business and experimenting with new rules risks doing the contrary. Meanwhile, private regu-
lations driven by a desire to obtain a first-mover advantage or make reputational gains should tend to
experiment with more new rules, as in doing so, they can help their adopters keep control over the
regulatory agenda or gain a competitive edge over their competitors.

Looking at the case of data privacy, I show how the different demands and their evolution over time
in the United States and the European Union can help explain the inclusion of new data privacy rules
in private regulation from 1994 to 2018 in both jurisdictions. Following the adoption of the DPD in
Europe, private companies were mainly interested in using private regulations to help them reduce
their transaction costs by providing them with ready-made solutions to fulfill their legal requirements.
In effect, only two included a regulatory novelty in 2001. All others mostly approximated existing legal
requirements to help businesses achieve legal compliance. Meanwhile, in the absence of a federal pri-
vacy law, private companies in the United States could hope to gain a first-mover advantage and avoid
additional public oversight. In the mid-1990s and early 2000s, it effectively led them to include several
new rules in their regulations to showcase their goodwill to public regulators and remove the threat of
greater public oversight. Since then, the growing significance of international data flows and the exis-
tence of competing models of privacy governance, however, prompted them to increasingly approxi-
mate legal requirements from other jurisdictions, notably Europe. Private regulations adopted recently
in the United States, in effect, primarily aim to help private companies operate in a transnational con-
text. Instead of offering a first-mover advantage, they provide their adopters with an integrated

113Interview US-IND-6.
114Boulianne and Cho (2009).
115Gellman and Dixon (2016, 55)
116Abbott and Snidal (2009); Bartley (2011); Green and Auld (2017); Overdevest and Zeitlin (2014).
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solution, allowing them to reduce their transaction costs associated with implementing their legal obli-
gations in multiple jurisdictions.

These findings offer a cautionary tale to the idea that private actors are better positioned to help
define how to regulate new or quickly evolving issues. In effect, their potential contribution depends
on the benefits they can hope to achieve by self-regulating themselves. In cases where governments
have yet to regulate, private actors may not be interested in experimenting with new rules if they
are not likely to gain a first-mover or competitive advantage. These are notably a function of the like-
lihood of public regulation being enacted and the social pressure on companies to showcase their
goodwill. It is especially important to keep in mind in the context of social values like privacy for
which we may not want to rely on the presence of such incentives to regulate.

Private regulations could still offer other benefits, like supporting greater legal compliance. As
this article has shown, private regulations can help companies integrate their legal obligations.
To what extent this translates to actual business practices, however, remains an open question.
Cases like TrustArc and recent research117 show that it is far from a given. At the same time,
Bamberger and Mulligan’s work on corporate practices highlight their potential capacity to be
more innovative.118

Future work could build on the present research findings by looking at how the demands for private
regulation play out at different levels of governance and sectors. One limitation of this study is its focus
on private regulations applicable to multiple businesses and developed to operate throughout the
United States or the European Union. Codes of conduct developed for individual US states or
European countries or corporate practices developed by single companies can significantly differ in
what drives their demand, affecting their tendency to be innovative. Transaction costs may, for exam-
ple, not have the same influence on regulations aiming to operate locally. When developing their pri-
vacy policies or corporate practices, individual companies may also have a stronger incentive to
burnish their reputation. Recent research in the organic sector finally suggests that private actors
can sometimes still seek to differentiate themselves through private regulation after government inter-
ventions. Examining the variations in the underlying demand prompting the adoption of private reg-
ulations at different levels of governance and in different sectors could thus yield new insights into
their possible experimentation benefits.

Supplementary material. To view supplementary material for this article, please visit https://doi.org/10.1017/bap.2023.16

References
Aaronson, Susan, and Patrick Leblond. 2018. “Another Digital Divide: The Rise of Data Realms and Its Implications for the

WTO.” Journal of International Economic Law 21 (2): 245–72.
Abbott, Kenneth W., and Benjamin Faude. 2021. “Choosing Low-Cost Institutions in Global Governance.” International Theory

13 (3): 397–426.
Abbott, Kenneth W., and Duncan Snidal. 2009. “Strengthening International Regulation Through Transnational New

Governance: Overcoming the Orchestration Deficit.” Vanderbilt Journal of Transnational Law 42: 501–77.
Abbott, Kenneth W., Jessica Green, and Robert Keohane. 2016. “Organizational Ecology and Institutional Change in Global

Governance.” International Organization 70 (2): 247–77.
Auld, Graeme. 2014. Constructing Private Governance: The Rise and Evolution of Forest, Coffee, and Fisheries Certification. New

Haven, CT: Yale University Press.
Avant, Deborah, Martha Finnemore, and Susan Sell. 2010. Who Governs the Globe? Cambridge: Cambridge University Press.
Bamberger, Kenneth, and Deirdre Mulligan. 2015. Privacy on the Ground: Driving Corporate Behavior in the United States and

Europe. Cambridge, MA: MIT Press.
Bartley, Tim. 2010. “Transnational Private Regulation in Practice: The Limits of Forest and Labor Standards Certification in

Indonesia.” Business and Politics 12 (3): 1–34.
Bartley, Tim. 2011. “Transnational Governance as the Layering of Rules: Intersections of Public and Private Standards.”

Theoretical Inquiries in Law 12 (2): 517–42.
Bennett, Colin J., and Charles D. Raab. 2020. “Revisiting the Governance of Privacy: Contemporary Policy Instruments in Global

Perspective.” Regulation & Governance 14 (3): 447–64.

117Waldman (2021).
118Bamberger and Mulligan (2015).

Business and Politics 19

https://doi.org/10.1017/bap.2023.16 Published online by Cambridge University Press

https://doi.org/10.1017/bap.2023.16
https://doi.org/10.1017/bap.2023.16
https://doi.org/10.1017/bap.2023.16


Bernstein, Steven, and Benjamin Cashore. 2007. “Can Non-state Global Governance Be Legitimate? An Analytical Framework.”
Regulation & Governance 1 (4): 347–71.

Bernstein, Steven, and Benjamin Cashore. 2014. “Does California Need Delaware? Explaining Indonesian, Chinese, and United
States Support for Legality Compliance of Internationally Traded Products.” Regulation & Governance 8 (1): 49–73.

Börzel, Tanja, and Thomas Risse. 2010. “Governance without a State: Can It Work?” Regulation & Governance 4 (2): 113–34.
Boulianne, Emilio, and Charles Cho. 2009. “The Rise and Fall of Webtrust.” International Journal of Accounting Information

Systems 10 (4): 229–44.
Bradford, Anu. 2020. The Brussels Effect: How the European Union Rules the World. Oxford: Oxford University Press.
Braithwaite, John. 2008. Regulatory Capitalism: How It Works, Ideas for Making It Work Better. Cheltenham: Edward Elgar.
Braithwaite, John, and Peter Drahos. 2000. Global Business Regulation. Cambridge: Cambridge University Press.
Büthe, Tim. 2010. “Private Regulation in the Global Economy: A (P)review.” Business and Politics 12 (3): 1–38.
Campbell, John L., Charles Quincy, Jordan Osserman, and Ove K. Pedersen. 2013. “Coding In-depth Semistructured Interviews.”

Sociological Methods & Research 42 (3): 294–320.
Cashore, Benjamin. 2002. “Legitimacy and the Privatization of Environmental Governance: How Non-state Market-Driven

(NSMD) Governance Systems Gain Rule-Making Authority.” Governance 15 (4): 503–529.
Cashore, Benjamin, David Newsom, and Graeme Auld. 2004. Governing through Markets: Forest Certification and the Emergence

of Non-State Authority. New Haven, CT: Yale University Press.
Cashore, Benjamin, Jette Steen Knudsen, Jeremy Moon, and Hamish van der Ven. 2020. “Private Authority and Public Policy in

Global Context: Governance Spheres for Problem Solving.” Regulation & Governance 15 (4): 1166–82.
Cavoukian, Ann, and Malcolm Crompton. 2000. “Web Seals: A Review of Online Privacy Programs.” Paper presented at the

22nd International Conference on Privacy and Data Protection.
Conaty, Frank. 2021. “Abduction as a Methodological Approach to Case Study Research in Management Accounting—An

Illustrative Case.” Finance & Governance Review 27: 1–26.
Cutler, Claire. 2006. “Transnational Business Civilization, Corporations, and the Privatization of Global Governance.” In Global

Corporate Power, edited by Christopher May, 199–225. Boulder, CO: Lynne Rienner.
Dahlman, Carl. 1979. “The Problem of Externality.” Journal of Law and Economics 22 (1): 141–62.
Dauvergne, Paul, and Jane Lister. 2013. Eco-Business: A Big-Brand Takeover of Sustainability. Cambridge, MA: MIT Press.
Delabre, Izabela, Emily Boyd, Maria Brockhaus, Wim Carton, Torsten Krause, Peter Newell, Grace Wong, and Fariborz Zelli.

2020. “Unearthing the Myths of Global Sustainable Forest Governance.” Global Sustainability 3 (16): 1–10.
Dietz, Thomas, Janina Grabs, and Andrea Chong. 2019. “Mainstreamed Voluntary Sustainability Standards and Their

Effectiveness: Evidence from the Honduran Coffee Sector.” Regulation & Governance 15 (2): 333–35.
Drahos, Peter, and Martin Krygier. 2017. “Regulation, Institutions and Networks.” In Regulatory Theory, edited by Peter Drahos,

1–22. Canberra: ANU Press.
Eberlein, Burkard, Kenneth Abbott, Julia Black, Errol Meidinger, and Stepan Wood. 2014. “Transnational Business Governance

Interactions: Conceptualization and Framework for Analysis.” Regulation & Governance 8 (1): 1–21.
Elbra, Ainsley. 2014. “Interests Need Not Be Pursued If They Can Be Created: Private Governance in African Gold Mining.”

Business and Politics 16 (2): 247–66.
European Commission. 2001. “European Governance—A White Paper.” Accessed 20 June 2023, https://ec.europa.eu/

commission/presscorner/detail/en/DOC_01_10.
European Commission. 2012. “EU Online Trustmarks: Building Digital Confidence in Europe.” Accessed 20 June 2023, https://

op.europa.eu/en/publication-detail/-/publication/84352f85-5cab-4fe6-a4a4-dd03745a8ed1/language-en
Farrell, Henry. 2003. “Constructing the International Foundations of E-commerce—The EU-US Safe Harbor Arrangement.”

International Organization 57 (2): 277–306.
Farrell, Henry, and Abraham Newman. 2015. “Structuring Power: Business and Authority beyond the Nation State.” Business and

Politics 17 (3): 527–52.
Federal Trade Commission. 1997. “Individual Reference Services—A Report to Congress.” Accessed 20 June 2023, https://www.

ftc.gov/reports/individual-reference-services-report-congress.
Ford, Cristie. 2017. Innovation and the State: Finance, Regulation and Justice. Cambridge: Cambridge University Press.
Geller, Anja. 2020. “How Comprehensive Is Chinese Data Protection Law? A Systematisation of Chinese Data Protection Law

from a European Perspective.” GRUR International 69 (12): 1191–1203.
Gellman, Robert, and Pam Dixon. 2016. “Failures of Privacy Self-Regulation in the United States.” In Enforcing Privacy: Regulatory,

Legal and Technological Approaches, edited by David Wright, and Paul De Hert, 53–77. Cham, Switzerland: Springer.
Grabs, Janina, Graeme Auld, and Benjamin Cashore. 2021. “Private Regulation, Public Policy, and the Perils of Adverse

Ontological Selection.” Regulation & Governance 15 (4): 1183–1208.
Graz, Jean-Christophe, and Andreas Nölke. 2008. Transnational Private Governance and Its Limits. London: Routledge.
Green, Jessica. 2010. “Private Standards in the Climate Regime: The Greenhouse Gas Protocol.” Business and Politics 12 (3):

1–37.
Green, Jessica. 2013. Rethinking Private Authority: Agents and Entrepreneurs in Environmental Governance. Princeton, NJ:

Princeton University Press.
Green, Jessica. 2017. “Blurred Lines: Public-Private Interactions in Carbon Regulations.” International Interactions 43 (1): 103–28.
Green, Jessica, and Graeme Auld. 2017. “Unbundling the Regime Complex: The Effects of Private Authority.” Transnational

Environmental Law 6 (2): 259–84.

20 Guillaume Beaumier

https://doi.org/10.1017/bap.2023.16 Published online by Cambridge University Press

https://ec.europa.eu/commission/presscorner/detail/en/DOC_01_10
https://ec.europa.eu/commission/presscorner/detail/en/DOC_01_10
https://ec.europa.eu/commission/presscorner/detail/en/DOC_01_10
https://op.europa.eu/en/publication-detail/-/publication/84352f85-5cab-4fe6-a4a4-dd03745a8ed1/language-en
https://op.europa.eu/en/publication-detail/-/publication/84352f85-5cab-4fe6-a4a4-dd03745a8ed1/language-en
https://op.europa.eu/en/publication-detail/-/publication/84352f85-5cab-4fe6-a4a4-dd03745a8ed1/language-en
https://www.ftc.gov/reports/individual-reference-services-report-congress
https://www.ftc.gov/reports/individual-reference-services-report-congress
https://www.ftc.gov/reports/individual-reference-services-report-congress
https://doi.org/10.1017/bap.2023.16


Gulbrandsen, Lars. 2014. “Dynamic Governance Interactions: Evolutionary Effects of State Responses to Non-State Certification
Programs.” Regulation & Governance 8 (1): 74–92.

Haufler, Virginia. 2001. A Public Role for the Private Sector: Industry Self-Regulation in a Global Economy. Washington, DC:
Brookings Institution Press.

Héritier, Adrienne, and Sandra Eckert. 2008. “New Modes of Governance in the Shadow of Hierarchy: Self-Regulation by
Industry in Europe.” Journal of Public Policy 28 (1): 113–38.

Hertzel, Dorothy. 2000. “Don’t Talk to Strangers: An Analysis of Government and Industry Efforts to Protect a Child’s Privacy
Online.” Federal Communications Law Journal 52 (2): 429–51.

King, Andrew, and Michael Lenox. 2000. “Industry Self-Regulation without Sanctions: The Chemical Industry’s Responsible Care
Program.” Academy of Management Journal 43 (4): 698–716.

Levi-Faur, David. 2017. “Regulatory Capitalism.” In Regulatory Theory, edited by Peter Drahos, 289–302. Canberra: ANU Press.
Malhotra, Neil, Benoît Monin, and Michael Tomz. 2019. “Does Private Regulation Preempt Public Regulation?” American

Political Science Review 113 (1): 19–37.
Mattli, Walter, and Tim Büthe. 2003. “Setting International Standards: Technological Rationality or Primacy of Power?” World

Politics 56 (1): 1–42.
Mattli, Walter, and Tim Büthe. 2005. “Accountability in Accounting? The Politics of Private Rule-Making in the Public Interest.”

Governance: An International Journal of Policy, Administration, and Institutions 18 (3): 399–429.
Newman, Abraham. 2008. Protectors of Privacy: Regulating Personal Data in the Global Economy. Ithaca, NY: Cornell University

Press.
Overdevest, Christine, and Jonathan Zeitlin. 2014. “Assembling an Experimentalist Regime: Transnational Governance

Interactions in the Forest Sector.” Regulation & Governance 8 (1): 22–48.
Prakash, Aseem, and Matthew Potoski. 2012. “Voluntary Environmental Programs: A Comparative Perspective.” Journal of Policy

Analysis and Management 31 (1): 123–38.
Renckens, Stefan. 2020. Private Governance and Public Authority. Regulating Sustainability in a Global Economy. Cambridge:

Cambridge University Press.
Sabel, Charles, and Jonathan Zeitlin. 2012. “Experimentalist Governance.” In The Oxford Handbook of Governance, edited by

David Levi-Faur, 169–83. Oxford: Oxford University Press.
Sabel, Charles, Dara O’Rourke, and Archon Fung. 2000. “Ratcheting Labor Standards: Regulation for Continuous Improvement

in the Global Workplace.”Working Paper No. 185, Columbia Law School, Center for Law and Economic Studies. Accessed 20
June 2023, https://scholarship.law.columbia.edu/cgi/viewcontent.cgi?article=2235&context=faculty_scholarship.

Schwartz, Paul, and Karl-Nikolaus Peifer. 2017. “Transatlantic Data Privacy Law.” Georgetown Law Journal 106 (1): 115–80.
Simon, Herbert. 1972. “Theories of Bounded Rationality.” In Decision and Organization: A Volume in Honor of Jacob Marschak,

edited by C. B. McGuire and Roy Radner, 161–76. Amsterdam: North-Holland.
Vogel, David. 2008. “Private Global Business Regulation.” Annual Review of Political Science 11: 261–82.
Waldman, Ari. 2021. Industry Unbound: The Inside Story of Privacy, Data, and Corporate Power. Cambridge: Cambridge

University Press.
Werle, Raymund. 2001. “Institutional Aspects of Standardization—Jurisdictional Conflicts and the Choice of Standardization

Organizations.” Journal of European Public Policy 8 (3): 392–410.
Young, Oran R. 2017. Governing Complex Systems. Cambridge: Cambridge University Press.
Zeitlin, Jonathan, ed. 2015. Extending Experimentalist Governance? The European Union and Transnational Regulation. Oxford:

Oxford University Press.

Business and Politics 21

https://doi.org/10.1017/bap.2023.16 Published online by Cambridge University Press

https://scholarship.law.columbia.edu/cgi/viewcontent.cgi?article=2235%26context=faculty_scholarship
https://scholarship.law.columbia.edu/cgi/viewcontent.cgi?article=2235%26context=faculty_scholarship
https://doi.org/10.1017/bap.2023.16


Appendix I. List of interviewees’ organizations.

Organizations

BetterBusinessBureau (BBB)

Business Europe

Business Software Association (BSA)

Centre for Information Policy Leadership (CIPL)

Datenschutz

DG Connect

DG Justice

Direct Marketing Association (DMA)

eCommerce Foundation

Entertainment Software Rating Board (ESRB)

EuroCommerce

European Society for Opinion and Market Research (ESOMAR)

European Data Protection Board (EDPB)

European Data Protection Supervisor (EDPS)

European Digital Advertising Alliance (EDAA)

European eCommerce and Omni-Channel Trade Association (EMOTA)

Federal Trade Commission (FTC)

Federation of European Direct Marketing Associations (FEDMA)

Network Advertising Initiative (NAI)

Organisation for Economic Co-operation and Development (OECD)

The European Consumer Organisation (BEUC)

The Future of Privacy Forum

The Information Accountability Foundation

Timelex

TrustArc

US Department of Commerce

Verasafe

Cite this article: Beaumier G (2023). Novelty and the demand for private regulation: Evidence from data privacy governance.
Business and Politics 1–22. https://doi.org/10.1017/bap.2023.16

22 Guillaume Beaumier

https://doi.org/10.1017/bap.2023.16 Published online by Cambridge University Press

https://doi.org/10.1017/bap.2023.16
https://doi.org/10.1017/bap.2023.16

	Novelty and the demand for private regulation: Evidence from data privacy governance
	Introduction
	Private regulation, experimentation, and regulatory novelty
	Data and methods: Regulatory novelties in European and US data privacy regulations
	Private regulations: Experimentation or implementation?
	The different demands for private data privacy regulation
	European Union
	United States

	Conclusion
	References
	List of interviewees&rsquo; organizations.


